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The Anti-Spam Litigation Shop  
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Like most of us, Joe Wagner hates spam. Unlike most of us, he's doing something about it. 

Wagner, a 37-year-old mechanical engineer and founder of Hypertouch, a modest California internet services provider, has fired off several lawsuits against companies that he believes have violated the Controlling the Assault of Non-Solicited Pornography and Marketing, or Can-Spam, Act. 

"Spam is by far the biggest support headache we have with our clients, (but) there are benefits to fighting back," Wagner said. "Businesses that used spam that we have settled with have given up spamming altogether." He has also noticed that because of Hypertouch's well-publicized bent for litigation, a number of big-league spammers avoid sending junk to his company's servers. 

Although Hypertouch provides consulting services like remote monitoring, maintenance, backups and computer systems for people and businesses new to the internet, a cynic might say his company, with its low-rent website and "think small" mentality, is little more than a front for anti-spam litigation. 

Of course, even if that were true -- not that it is -- so what? I'm all for combating spam by any means necessary. It's not like we can count on the Federal Trade Commission to do it (even though technically it is supposed to). 

Wagner is a kind of private-sector, internet version of New York State Attorney General Eliot Spitzer, who has made a name taking on corporations the government has failed to adequately regulate. Besides, Wagner promises that he donates any and all money he gets from suing spammers to charity and nonprofits (so far, about $70,000 in judgments, settlements or "directed donations"). 

Congress passed the Can-Spam Act in 2003 hoping to curb the almost endless stream of advertisements that tax corporate servers and overwhelm our inboxes. It established commercial e-mail requirements and penalties for spammers and companies that violate the law, and offered consumers the right to opt out of spam lists. Unfortunately, the Can-Spam Act, which Wagner and others have nicknamed the "You Can Spam Act," is far too weak to accomplish its stated goals, and in many cases actually overrides far tougher state laws. 

Nevertheless, it does offer a framework for litigation. After the act went into effect on Jan. 1, 2004, one of the first pieces of spam Hypertouch received carried an unsolicited advertisement for Bob Vila's "Home Again Newsletter." When Wagner contacted BobVila.com to complain, the company refused to cease using the company responsible for the spammed messages, it retained a notorious Florida spammer, which unleashed even more BobVila.com spam on Hypertouch's servers. 

Wagner waited three months for a major ISP or state attorney general to take action against spammers -- any spammer. When none did, Wagner took the law into his own hands. On March 4, 2004, Wagner and attorney John Fallat, who helped establish the constitutionality of California's previous anti-spam law, filed the first lawsuit under the Can-Spam Act. 

In the complaint, Hypertouch alleged that on Jan. 1, 2004, BobVila.com, through its e-mail marketer, BlueStream Media, dispatched 41 separate e-mail messages with headers that were "materially false or materially misleading," claiming "the identities provided by the defendants of the machines delivering mail to plaintiff's mail server did not match IP addresses of the contacting machine." According to Wilson, the defendants have been talking with Spamhaus.org about settling the case with a donation. 

In April 2005, Wagner followed that up by suing Kraft Foods, known more for junk food than junk mail, for sending 8,500 unsolicited ads for Gevalia coffee over a 12-month period. He had set up a virgin e-mail account to test Kraft's opt-out link, but found that after asking to unsubscribe he ended up receiving even more Gevalia spam -- some with embedded code from ABCNews.com to help it sneak by anti-spam software. 

With federal law entitling recipients of unwanted digital come-ons to collect $100 per message, and California law tacking on additional $1,000 per spam, Wagner figures he's due almost $12 million in damages -- not that he expects to collect anywhere near that much. 

When Can-Spam can't abet his legal crusade, Wagner is not above heading to small claims court. Last year he won two $5,000 judgments against Discover Financial Services for harvesting e-mail addresses and then sending spam to hock credit cards, offering a bounty of $60 for each new customer that signs up. The year before, he settled another case with Link It Software, which agreed to stop sending spam that violates California anti-spam statutes (although the company admitted no wrongdoing). 

His latest legal tussles involve diploma mill Kennedy-Western University and Stamps.com. 

For Wagner, who is working on his doctoral dissertation at Stanford University, fighting spam may soon take a backseat to another worthy goal: creating a line of haptic (or touch-sensitive) computer peripherals. 

"If you thought the mouse was a cool idea, just wait until you see what's up our sleeves," he said. 
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